
 

Heartbleed Bug & Android 4.1.1 
 

Recently, public information was released about the Heartbleed Bug, an encryption flaw present in 

many web-based services making it easier for hackers to get your personal information. Android devices 

running 4.1.1 are vulnerable to this bug. Cellcom has one device running this version of Android, the HTC 

Deluxe.  

Currently, there is no evidence that hackers have exploited the flaw to steal data from smartphones. An 

attack on a smartphone would be relatively complex and the likelihood of it happening is low.  

HTC Deluxe users should be cautious about how they use their device as any personal information, such 

as online banking or credit card information, entered into the device could be at risk.  

Cellcom has confirmation from HTC that a software update to fix the flaw will be made available. The 

update will be released as soon as it is available, however we do not have an estimate for when this will 

occur.  You can check for the update at any time by doing the following: settings > about phone > 

software updates > check now.   

 

FAQ 

What is the Heartbleed Bug? 

Heartbleed is a bug in the code running on the servers of millions of websites. It leaves open a hole that 

allows hackers to get in and around the encryption between you and the site. This means that the 

information stored on the servers, and passed between you, could be stolen. 

What actions has Cellcom taken to verify its security?  

Cellcom and its parent company Nsight have assessed and tested its network to verify systems within 

our control are not susceptible to the Heartbleed flaw.   

Is my information in the myCellcom site safe? 

Yes, this information is safe and secure.  

What actions should customers take to protect themselves?  

Follow the directions of the websites and services that you utilize. Once their systems are patched, it’s 

usually recommended that you change your password. A variety of lists have been compiled to identify 

affected websites. Review the list or contact the site in question directly to verify if any action is needed.  

http://mashable.com/2014/04/09/heartbleed-bug-websites-affected/

